
 

Preempt attacks with programmatic 
and active testing 

Prove your network, systems and data security 
with IBM X-Force Red penetration testing

 

IBM Security White Paper

http://www.ibm.com/security
http://www.ibm.com


Get ahead of attacks and protect your 
enterprise by testing its defenses

Complacency is the enemy of information security. Installing the 
hardware and software components of a secure infrastructure 
appropriate to your organization is important, as are training and 
certification for personnel. But intruders won’t give you a chance to 
patch flaws in your system: They’re already scanning for weaknesses 
across your infrastructure, from outdated malware definitions, 
firmware flaws and open ports, to easy-to-guess passwords.

For safety, it’s wise to assume that breaches can occur, then work to 
fix the flaws that enable them. IBM® X-Force® researchers reported 
an average of more than 54 million security events among X-Force 
clients in 2016.1 But without real-world testing, you will not be able 
to know if the system you’ve assembled can withstand the kind of 
attacks criminals will actually mount.

Testing your security posture is an ongoing process. On one hand, 
it means making sure that each element of your defense works as 
intended, and is up to date. But it also means forgetting assumptions 
about the threats you’ll face, or how well your defenses will hold up. 
Will a dedicated load-balancing appliance, for example, perform as 
advertised in the face of an intense denial-of-service attack? Will your 
firewall, identity management system or mobile access portal provide 
a crack an attacker can use to enter your infrastructure?
 
To discover such weaknesses, you need real testing that points a 
skeptical eye at the status quo. With testing that is both systematic 
and dynamic, your enterprise can gain analytics to show your security 
posture in context, and real-world experience in dealing with attacks.

IBM research shows 
more than 10,000 reported 
vulnerabilities in 2016, part 

of a multi-year upswing.1
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 Read more    from X-Force about the massive scale of attacks facing today’s enterprises.  

1 “IBM X-Force Threat Intelligence Index 2017,” IBM X-Force, March 2017.
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Know and protect the four pillars of security

Security testing requires a focus on four important aspects 
of enterprise security—and cracks in any one of them could 
allow criminals to steal or alter your data, eavesdrop on your 
communications, or conduct other malicious activities.

Applications: Data doesn’t live in a vacuum—users interact with 
it through applications. As a result, applications are the primary 
gateway for exfiltration or sabotage. Criminals can attempt to break 
into applications with stolen or guessed passwords, or by using 
known but unpatched holes. In the case of off-the-shelf software, 
attackers can even purchase ready-made exploits.
  
Network: Assume every application in your enterprise is well secured. 
But is it true that information flowing between applications and 
over your network is secured as well? If not, criminals can intercept 
information when it’s uploaded, downloaded or moved laterally 
among machines.

Human aspects: The ways people interact with both software and 
hardware cannot be ignored. If an attacker can coax a password 
from a privileged user, for example, or if users—who may be sitting in 
a coffee shop or their home—can be fooled into joining a malicious 
wireless network, your data is at risk.
 
Hardware: Protecting data doesn’t happen only in the abstract 
domain of bits and dataflows. Sometimes, it’s as important to ensure 
the security of physical hardware as it is to provide secure software. 
Hardware security isn’t limited to public-facing devices such as ATMs 
and voting machines. It also means locking down Internet-of-Things 
(IoT) devices and minimizing the damage that can result from lost 
cellphones or laptops.

Click image to enlarge. Click again for original size.
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Programmatic testing: Track and test your security over time

Programmatic testing—in which organizations establish a regular 
plan or “program” for testing as compared to ad hoc testing—helps 
enterprises analyze vulnerability risks and identify trends across their 
organizations. It also helps create more efficient remediation plans.

In programmatic security testing, an organization’s security needs 
are assessed, the security infrastructure’s components are analyzed, 
and a baseline for testing is established and periodically reevaluated 
to account for new vulnerabilities. Programmatic testing answers 
key questions about the capabilities of each endpoint, path and 
application in the security infrastructure, with carefully predefined 
tests. For example: Are unusual login attempts flagged and noted by 
security staffers? Does the firewall block the traffic it should?
 
Rigorous security tests are performed at regular intervals based 
on documented requirements, to help ensure repeatability and 
comparability of results. Updating the tests to account for newly 
 
 

discovered risks or changes to the enterprise’s infrastructure (such as 
new applications or hardware) can help spot weaknesses. Defining 
the right targets and their relative risk level—and applying analytics 
to assign their relative danger in the event of a breach—helps your 
enterprise know which systems or interactions to prioritize.

With the sustained evaluation made possible by programmatic 
testing, the security team performing the analysis can gain familiarity 
with the organization and its needs, keep up with infrastructure 
changes, and develop a rapport with asset owners.

Programmatic testing is especially useful for enterprises facing 
regulatory compliance requirements. That’s because regular testing 
demonstrates ongoing commitment and acts as a driver of change, 
encouraging ongoing evaluation of existing security practices to help 
meet changes in regulations.  
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Average time it takes 
for organizations 
to detect threats.1
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 Learn    how the IBM X-Force Red Portal helps enterprises organize and track deep security testing.

1 “2017 Cost of a Data Breach Study: Global Study,” Ponemon Institute, June 2017.
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Red-team testing: Fight threats without fear

Programmatic security testing is careful, orderly, deliberate and 
repeatable—but it’s not the only important kind to employ. The 

“red-team” approach to IT security, by contrast, is something like an 
unannounced fire drill. Red-team penetration testers—usually from 
an external security group under contract to your organization—
act aggressively to expose weaknesses in an organization’s 
infrastructure. Rather than focusing on analysis of predefined target 
systems, the red team examines every point of incursion it can find, 
and mounts the same kind of campaign a criminal attacker would, 
using real-world exploits.

As an independent group of testers, red teams can and often must 
operate without the knowledge of the users or administrators of the 
systems whose security they’re testing. With this approach, they can  
 
 
 
 

best reveal, critique and provide guidance for improving the 
organization’s real-world responses. Are network probes detected? 
How quickly? Are employees who get a phony call from the help desk 
willing to reveal passwords to the caller? Are there minor weaknesses 
that can be combined to create a hole big enough for a malicious 
attack to gain a foothold?

Programmatic testing of a security infrastructure’s components to 
determine proper functioning and currency is vital. But human teams 
of testers can wield clever techniques that might not be evident from 
even a methodical review by insiders. Triggering real responses with 
a simulated, realistic attack is a powerful way to learn how well the 
current personnel and physical security infrastructure can actually 
protect the enterprise. 

Independent red-team 
testing can help fill a looming 
enterprise security gap. By 

2020, analysts predict a 

1.5   
shor

 
tfall of 

million
  

 
 

security positions.1

 Learn more     about what IBM X-Force Offensive Security Services can reveal.

1 “The 2015 (ISC)² Global Information Security Workforce Study,” Frost & Sullivan, 2015.
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Take a programmatic approach—or send in the red team

For any particular part of an IT environment, the question isn’t just 
“How secure is it?”—it’s also “What’s the cost of the worst-case 
scenario?” Testing the security of personal data that regulations 
require be protected, confidential business information, intellectual 
property or other kinds of information that might be valuable to an 
attacker should be a top priority.

Maintaining a thorough understanding of the installed infrastructure, 
keeping up with possible attack techniques for applications and 
hardware, and regularly assessing data stores for their relative 
importance as well as their level of protection are therefore 
valuable practices for the business. These are the primary goals of 
programmatic testing.

Beyond programmatic testing, role playing and orchestrated attack 
simulations have a value, too. These practices can help train staffers 
to identify threats, and teach them how to react quickly and effectively  
 

with the tools they have. Triggering real responses with unscripted 
penetration tests is a surefire way to expose actual weaknesses. It’s 
an approach that is especially valuable when it is combined with 
programmatic testing’s ability to identify the resources that that can 
be the most vulnerable—and cause the most harm in the event of a 
breach. 
  
Alongside regular, programmatic assessments, a red-team attack 
exercise provides concrete evidence of an organization’s real 
security posture. The team’s attack can trigger active controls and 
countermeasures within a given environment, which is valuable—but 
even more important, it can show what defenses an attacker can 
bypass or subvert.
 
The unpredictable outcome of a red-team exercise can upset 
preconceived notions about how an attack might unfold, helping to 
clarify the risks planners need to mitigate.

IBM X-Force Red builds 
customized programs to 

focus on vulnerability data 
management, rapid testing 

and the ability to test 
nearly any kind of target—

all easily accessed through 
the IBM X-Force Red Portal. 

 Learn more     in this video about the importance of penetration testing.

Click image to enlarge. Click again for original size.
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Why IBM X-Force Red?

When it comes to security testing, there are good reasons not to go 
at it alone and rely solely on in-house security analyses. The data 
that rigorous testing requires—and generates—can be massive, 
even overwhelming, as penetration test results, code reviews and 
vulnerability scans pile up quickly. And as the scale of an enterprise 
increases, so does the raft of testing data that needs to be gathered 
and sifted.
 
Perhaps more importantly, a true red team—operating as an 
independent team from a position that simulates that of a malicious 
attacker—has a different perspective on what holes may exist in the 
network. Using a “zero assumption” model, the red-team approach 
can uncover new information as it operates unhindered by the dual 
roles security teams ordinarily have to take on—defending the 
enterprise while looking for ways to attack it.
  

For an enterprise seeking an objective, rigorous security testing 
partner, IBM X-Force Red offers a trustworthy, experienced team 
of security analysts and ethical hackers with experience in large, 
transformational projects, backed by a company with decades of 
security experience and industry-leading IBM X-Force security 
research. The X-Force Red team builds on both original investigations 
and data gathered from hundreds of millions of monitored endpoints.
 
X-Force Red delivers a security testing program to efficiently manage 
and store vulnerability data, rapidly test virtually any kind of target, 
and deliver analytics to help you rate your risk. In an X-Force Red 
engagement, security analysts with deep industry experience protect 
companies from attack, document requirements and recommend a 
testing profile for each of your targets.

Click image to enlarge. Click again for original size.

IBM X-Force research 
monitors, tracks and 

analyzes vast quantities 
of security data, for global 

perspective into threats 
and trends.
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For more information

To learn more about IBM X-Force Red penetration testing, please contact your IBM representative or IBM 
Business Partner, or visit: ibm.com/security/services/penetration-testing/
 
About IBM Security solutions  

IBM Security offers one of the most advanced and integrated portfolios of enterprise security products 
and services. The portfolio, supported by world-renowned X-Force research and development, provides 
security intelligence to help organizations holistically protect their people, infrastructures, data and 
applications, offering solutions for identity and access management, database security, application 
development, risk management, endpoint management, network security and more. These solutions 
enable organizations to effectively manage risk and implement integrated security for mobile, cloud, social 
media and other enterprise business architectures. IBM operates one of the world’s broadest security 
research, development and delivery organizations, monitors 15 billion security events per day in more than 
130 countries, and holds more than 3,000 security patents.

Additionally, IBM Global Financing provides numerous payment options to help you acquire the technology 
you need to grow your business. We provide full lifecycle management of IT products and services, from 
acquisition to disposition. For more information, visit: ibm.com/financing
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